Abstract-Active databases have been used in many different fields to accomplish many different tasks. One of the main problems today that still have not been solved is authorization. In some situations it is enough that user knows e.g. password, in other situations it is enough that user posses e.g. a smart card, but, there are also situations where user's unique physical or psychological characteristics need to be measured. In this paper we are going to put accent on this third possibility. We will show how the concept of complex events presented in the active database theory could be used in order to build a multimodal biometric system. Especially, we will explore the paradigm of active rules and complex events, and apply them in order to implement a multimodal biometric system.
I. INTRODUCTION
Organization can be defined, as can be found in [15] , as a set of people that are gathered in order to accomplish some common goal or goals that are of great importance for the organization itself. In order to fulfill these goals, people have to use certain resources (data, information, etc.). Some resources are restricted, i. e. known or accessed by only a small number of people. This is just one example why one has to be authorized in order to access some restricted resources. For example, if one wants to use e-mail, one has to have an account (a login name and a proper password), etc.
As it was already mentioned, a user could be authorized in three different ways (or their combinations): in some situations it is enough that user knows e.g. password, in other situations it is enough that user posses e.g. a smart card. But, there are situations where user's unique physical or psychological characteristics need to be measured.
When talking about passwords, people usually chose passwords that are easy, intuitive and not complex enough. Registration numbers or birth dates are used as well as names, passwords are usually to easy and written down; so in any case they are not a flawless solution. On the other hand, smart cards (or token) could be stolen which is not good either. In order to make a personal recognition, biometrics relies on who you are or what you do, as opposed to what you know (a password) or what you have (a card) [8] . Biometric features are intrinsic to every human and are therefore suitable to authorize particular user [8] . Biometric-based identification is preferred over traditional methods because a biometric cannot be forgotten or lost [20] .
According to [17] , database applications are mostly (still) passive i. e. they don't use active features (triggers) even though the underlying DBMS (DataBase Management System) may offer them. Because of that application performances are not so good and applications are harder to maintain. We will show later in the sample processing and decision-making that a generic biometric system is performed outside the database. The module responsible for comparison and authorisation is usually separated and because of that many biometric data must be extracted from the database. As a consequence we will show that a generic biometric system operates as a passive application; it means that decision-making is not performed within the database and that the performances of such an application could be (significantly) improved. That is why we will convert a (multimodal) biometric system into an active application i. e. we will use triggers; in that way the decision-making process will be performed within the database and active features are going to be used as well. In the end, the time needed for authorisation will be significantly reduced, as our preliminary results presented in the paper will show.
The rest of the paper is organized as follows: section 2 deals with biometrics, section 3 presents the theory of active databases, section 4 describes how we have modelled the authorisation (identification) problem using complex events and presents preliminary results, and finally, section 5 summarizes the paper.
II. BIOMETRICS
As we have already mentioned biometrics relies on who you are and how you behave; this was enough for the introduction, but now we will present some definitions that we have selected although many other, similar definitions can be found as well. Biometrics are automated methods of identifying a person or verifying the identity of a person based on a physiological or behavioural characteristic [4] . Biometrics is a method using physiological or behavioural features of a person for an automated detection and verification of their identity [10] .
Many biometric characteristics are being used today, including fingerprint, DNA, iris pattern, retina, ear, face, thermogram, gait, hand geometry, palm-vein pattern, keystroke dynamics, smell, signature, and voice [10] . According to [1] , the ideal biometric characteristic has to meet the following criteria: it has to be permanent and inalterable in terms of time, the procedure of gathering personal features has to be inconspicuous and conducted by means of devices involving minimum or no contact, it has to enable total automation of the system, and finally, the system has to be highly accurate and its operation speed such that it enables real-time operation. So, previously mentioned biometric characteristics that are being used could not be considered ideal, taking into account these criteria.
A generic model of a biometric system that consists of several important components can be seen in Fig 1. Basically, when the feature is extracted, data is compared against the stored template, and then the decision is made. [16] In [20] biometric verification problem has been formulated as follows: "Let the stored biometric signal (template) of a person be represented as S and the acquired signal (input) for authentication be represented by I. Then the null and alternate hypotheses are:
H0: I ≠ S, input fingerprint does not come from the same finger as the template, H1: I = S, input fingerprint comes from the same finger as the template.
The associated decisions are as follows: D0: person is an imposer, D1: person is genuine. The verification involves matching S and I using a similarity measure. If the matching score is less than some decision threshold T, then decide D0, else decide D1."
According to [21] , Enrolment task creates association between identity and its biometric characteristics. In a Verification task enrolled user claims the identity and the system verifies the authenticity of the claim based on its biometric feature. And Identification task identifies enrolled user based on its biometric characteristics without user having to claim the identity. All the above can be seen in Fig. 2 . Figure 2 . Block diagrams of Enrolment, Verification, and Identification tasks [21] Another point of view is delineated in Fig. 3 .: According to [4] , biometric authentication requires comparing registered or enrolled biometric sample (biometric template or identifier) against newly captured biometric sample (for example, a fingerprint captured during login process); identification is a much harder problem than verification because an identification system must perform a large number of comparisons.
Two basic types of biometric systems can be distinguished: unimodal and multimodal biometric system. Considering that neither of the biometric features is sufficiently reliable, single features can be combined together in one of two possible ways: unimodal or multimodal systems (that arises as an immediate solution) [8] . The main difference is that unimodal biometric system is based on just one biometric feature and it is typical to such approach that this (one) feature is singled out by means of several technologically distinct methods and systems [10] . On the other hand, multimodal biometric systems use several biometric features and technologies at the same time.
Although the second approach may seem more appropriate at first, several criteria are crucial that determine and influence the selection including the chief purpose of a system: the number and type of characteristics to be integrated, and so on. We have addressed these issues in a detail in [8] and [10] .
For both types of systems (unimodal and multimodal) accuracy and speed are crucial [18] . The accuracy indicates the extent to which a multimodal biometric system is reliable and confidential when distinguishing a legitimate user from an imposter, while the speed of a multimodal biometric system indicates the time needed by the system to perform the personal identification [10] .
We have already investigated some issues in the field of biometrics. In [12] we have explained how to use Walsh functions in order to pre-process fingerprints. In [14] we were discussing some security issues regarding palm recognition, and in [11] we have investigated how to build a database for fingerprints storage. Further on, in [13] we have tried to systemize different biometric techniques and methods that are being used, etc.
III. ACTIVE DATABASES
Active DataBase Management Systems (ADBMS) are database systems capable of reacting to some events of interest that can occur within the database, or outside database. The basic concept on which an ADBMS relies is the concept of ECA (Event Condition Action) or active rules. According to this concept, when certain events occur (ON EVENT), and some conditions are fulfilled (IF CONDITION), as a consequence some actions are performed automatically (THEN ACTION). Each ADBMS has a language that is used for trigger specification (definition), and possesses an execution model that determines how the rules are going to be executed.
An event can be defined as a state change of interest that requires intervention. Events can be divided into two categories: simple and complex events. Complex events are mostly based on simple ones, and simple events can be divided as follows (authors mostly agree on these basic types of events):
1.
Database operations: INSERT, UPDATE, and/or DELETE, 2.
Time events: a) absolute -a certain point of time, b) periodic -every day, month, etc., and c) relative -for example, 30 minutes after something else has happened, 3.
Method events: method invocation, 4.
Transaction events: for example BEGIN or COMMIT, and 5.
Abstract events: some user defined events.
Complex events could consist of one or more simple events connected with logical operators, but there are also some special kinds of complex events introduced during the years within many different projects (REPEAT, NEGATION, etc.). For example, if we had simple events E1 and E2, then E1∧E2 or E1∨E2 would represent a complex event.
As it has been already mentioned, when an event occurs the condition is evaluated, and then some actions are executed provided that condition evaluation was successful (Fig. 4) . However, it is useful (sometimes) to postpone the condition evaluation or action execution so that they are not performed immediately, which explains why several different rule execution models exist. Thus the condition does not have to be evaluated or the action executed immediately after the event has been detected and the condition evaluated, respectively, but some time can pass in between. As a result, the condition can be evaluated at the end of the triggering transaction or the action can be executed in a new transaction, which does not depend on the triggering one. More on different execution models can be found in [6] and [17] .
Very important question concerning ADBMS is the Figure 4 . Rule execution [23] static analysis. Namely, active databases (occasionally) do not exhibit the desired behaviour; on the contrary, the behaviour could be described as undesired or even unpredicted. There is a possibility that triggers will trigger one another, that triggers are redundant or even inconsistent, and that the system behaves strange. Because of that it may happen that the rule processing will never terminate or the system will even crash. Further on, a single event can trigger several rules; which rules should be executed and in what order is also an important question. Therefore, several different approaches have been introduced in order to check redundant and/or inconsistent rules, and to determine whether the rule execution process terminates. We have addressed already mentioned issues in [6] ; several approaches that can resolve these flaws were mentioned including meta-rules, knowledge based techniques, graph theory, etc. Each active database management system is based upon a passive, conventional database management system. In order to support active functionality each passive database management system has to be extended in a way that different kinds of events can be detected, transactions can be managed because of different rule execution models, etc. A passive DBMS can be extended using integrated, layered or application oriented approach, as can be found in [17] and [19] . Due to this difference some tools for performance measurements have been introduced too ( [22] ).
There are several arguments justifying the use of ADBMSs. First of all, it is cheaper to build such application and its performance is better, at least when a small number of triggers is involved [17] . Secondly, such an application is smaller and easier to maintain, as is described in [5] . Thirdly, triggers tend to be considered as declarative technology and, according to [2] the trend has clearly always been away from procedural and toward declarative -that is, from how to what.
Triggers were introduced in 1970s, and since then they were used in many different fields for accomplishing many different tasks. During the years they became more complex and nowadays it is relatively hard to write triggers efficiently because each system has some peculiarities and is not in accordance with the SQL standard [6] ; that is why some techniques were introduced in order to write triggers more easily. One interesting approach is so-called Trigger-By-Example approach that is based on Query-By-Example (QBE) idea ( [3] ). This approach makes it possible that triggers are built graphically using the main ideas of the QBE approach i. e. by filling the table structure with proper symbols.
Even today, active databases are used in many different areas, as can be found in [17] . We have already used active databases in order to test and see what are the benefits of their usage when implementing different kinds of business rules ( [5] , [7] ). Further on, we have investigated the connection between business rules, active databases and reactive agents and published the results in an original scientific paper [9] , and we have just presented the idea of how to build a multimodal biometric system using triggers in [8] .
More on active databases can be found in [2] , [5] , [6] , [17] , and [23] .
IV. COMPLEX EVENTS AND AUTHORIZATION
As it can be seen in already presented biometric models (Fig. 1, Fig. 3) , sample processing and decisionmaking are performed out of the database. The module responsible for comparison and decision-making is placed out of the database and the system operates as a passive application [8] . It means that data must be extracted from the database and data processing (as well as decision-making) is performed out of the database. One has to have in mind that, when discussing multimodal biometric systems, even more data has to be extracted. So basically, while the database contains the data, an extra tier is added that is responsible for authorization. In such a case time needed for authorisation is significantly bigger because the data has to be pulled out from the database; one has to have in mind that we are not pulling out just integers or characters, but large amount of data (Binary Large OBjects) that makes the whole process very much dependent on network and database performances. In our solution this extra tier is being removed, and the multimodal biometric system functionality is being implemented and placed within the database.
One can conclude that existing biometric systems are passive applications, and that it makes sense to try to convert them into active applications, as we have already described (active applications possess better performances, triggers are easier to maintain, etc.).
So, the main idea is to place the decision-making module within the database and to express the functionality of multimodal biometric system (borrowing terms used in the active database theory) as a real-time complex event detection. We define a complex event that consists of several (n) simple events and each simple event represents a fact that the user was identified by means of one biometric feature that multimodal biometric system comprises of. Instead just to store the data in the database, the idea is to place the logic into the database as well. It has been already mentioned that speed is very important when talking about biometric systems, and we hoped to develop a better (faster) solution. The rest of the paper will show how this was done, and present some preliminary results.
Since a multimodal biometric system uses several biometric features in order to authorise a person (n features), we have defined a complex event User_authorization that consists of n simple events and could be written as follows:
So, the user is authorised if he has passed all biometric features checks (the first biometric feature, the second biometric feature, and so on, including the last biometric feature). For example (we have already said that it is not so easy to select which features are to be included in the system), more concrete,
Occasionally, user has to be authorized within some time interval t. In that case we can construct a complex event C using the complex event constructor within which denotes that some event (simple or complex) must occur within time interval t. So, complex event C could be written as: C = User_authorization within t where the event User_authorization has been already defined.
The following picture represents the new model; comparison (authorization) is performed within the database.
We have built two solutions (application-and triggerbased) to test the proposed model. We have built a WEB application that stores biometric traits into the database and tries to authorise (identify) the user, and we have implemented triggers (and procedures) based upon complex events and constructor within, which behave as already described. The constructor within was not supported (we used PostgreSQL DBMS) so we had to implement it.
So here is what happens; when some feature (trait) is extracted, it is stored into the database. After the storage process, a query is posed to the database that tries to discover whether we can identify the user or not, or to check whether it is possible to find a user to whom the extracted data belong. When some biometric trait is stored into the database, triggers are triggered and they also try to authorise (identify) the user. The database contains small number of traits for now; this affects the results but does not represent a problem because the proposed solution is general and can be used within databases which contain much more data; after all, it was the idea. Time was measured for both solutions and represents how long did the decision-making process (identification) last. We have tested the proposed model using two and three biometric features. Based upon our experience with the active databases, we expected to reduce the time needed for the authorization.
We have presented Fig. 6 as well, because it clearly delineates the main modules of a biometric system. Once more one can see that decision-making module is placed out of the database. Table I presents yielded results for ten randomly  selected successful identifications in milliseconds for two  biometric features, and Table II presents yielded results for ten randomly selected successful identifications in milliseconds for three biometric features. In order to ensure that results are objective, no other scheduled tasks were running during the measurements. When the biometric trait was stored into the database, the application solution was stopped (for a few seconds) in order to avoid that the database is being queried while triggers were fired. When the trigger solution was finished, the application solution started to query the database in order to authorise the user.
In our solution we haven't used different extraction algorithms in order to analyse biometric features, extract the data and store the data into the database, but we have reduced the problem and used the results of extraction algorithms that, based on a biometric feature, produce sequences of bits that (in fact) represent the same feature. So, we didn't put accent on extraction algorithms, but we have used already extracted biometric data in order to test the functionality of the proposed model (we have abstracted the problem). We have also tested the proposed model and compared the gained results for three biometric features as well. The results are presented in Table II .
Tables I and II present the obtained results. During the first attempt in Table I the trigger based solution required only 0,592 ms, while the application based solution required 7,699 ms, and so on (other rows can be read in the same way). The average time needed for the identification for the WEB solution based upon the data in the Table I was approx. 7,815 ms, while trigger based solution required only 0,77 ms in average. As we can see in the first table, trigger based solution requires about ten times less time (on average) in order to identify a person. It is usually said that trigger execution time is small and can be neglected (almost 0 sec.); that is why we were expecting to reduce the needed time. Identification is time-consuming process because the extracted feature has to be compared with all stored features (templates) in the database; so the idea of how to reduce the execution time is of a great interest.
In Table II presented rows can be interpreted in the same way, and the only difference is that three biometric features were included. As it can be seen in Table II (on  average) , for the trigger-based solution time has increased a little bit more than for the WEB-based one.
The trigger-based solution operates using the following algorithm:
After 
V. CONCLUSION
Active databases have shown again that the capability of automatic reaction to some events is of a great potential, and in this case it was demonstrated within the proposed model of multimodal biometric system. Time required for execution of certain actions is very small, network load is reduced and all constraints are collected and written in just one place. In this paper we have shown that active databases represent much faster solution for multimodal biometric system implementation then an application solution doing the same work. Preliminary results were presented and for now the idea seems very promising.
Our solution represents a novel model, and conducted preliminary experiments show that the time needed for authorisation has been reduced. Once more it has been shown that the concept of triggers is of great importance, and that some existing problems can be solved efficiently. So the application field of active databases has been extended once more. Figure 6 . The main modules of a biometric system [10] Future research will include the probability model as well; for now the decisions were binary (just yes or no). Further on, because of their great importance, we will also consider FAR (False Acceptance Rate) and FRR (False Reject Rate). 
